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VeriMark™ Setup Guide
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installation guides easy to follow with simple |IIustrat|Qﬁsa H— " e
step-by-step instructions. This guide will walk you tﬁroﬁg_ o "‘“’"-“'*"‘*i?.*‘-’-'-"';" :

setup and help you get to know your Verll\/larkTM
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Please update operating system (Windows 10) before setting up Verimark. If using an online service for
WebAuthn make sure you use the latest browser version (Edge, Chrome, Safari and Firefox.)

VeriMark™ Amazon Web Services Setup Guide

1. Signin to the IAM console as the account owner by choosing Root user and entering your
AWS account email address. On the next page, enter your password.

Note: If you see three text boxes, then you previously signed in to the console with |JAM user
credentials. Your browser might remember this preference and open this account-specific
sign-in page every time that you try to sign in. You cannot use the IAM user sign-in page to

sign in as the account owner. If you see the |JAM user sign-in page, choose Sign in using root

user email near the bottom of the page. This returns you to the main sign-in page. From
there, you can sign in as the root user using your AWS account email address and password.

2. On the right side of the navigation bar, choose on your account name, and then choose My Security Credentials. If
necessary, choose Continue to Security Credentials.

JA\

My Account

My Organization

My Service Quotas
My Billing Dashboard
Orders and Invoices

My Security Credentials

Sign Out

3. Expand the Multi-factor authentication (MFA) section.

4. Choose Manage MFA or Activate MFA, depending on which option you chose in the preceding step.

Your Security Credentials

Use this page to manage the credentials for your AWS account. To manage credential

To learn more about the types of AWS credentials and how they're used, see AWS Se

~ Password

v Multi-factor authentication (MFA)

Use MFA to increase the security of your AWS environments. Signing in to MFA-pr
from an MFA device.

Activate MFA

5. Inthe wizard, choose U2F security key and then choose Continue.

Manage MFA device x

Choose the type of MFA device to assign:

Virtual MFA device
Authenticator app installed on your mobile device or computer

® U2F security key
YubiKey or any other compliant U2F device

Other hardware MFA device
Gemalto token

For more information about supported MFA devices, see AWS Multi-Factor Authentication

6. Insert the VeriMark security key into your computer’s USB port

7. Press ok and follow the process and Tap the VeriMark security key

Windows Security X

Security key setup

Set up your security key to sign in to https://
u2f.aws.amazon.com/app-id.json as https://
console.aws.amazon.com.

This request comes from Chrome, published by Google LLC.

OK Cancel

Windows Security X

Continue setup

B

Touch your security key.

Cancel

The VeriMark security key is ready for use with AWS. The next time you use your root user credentials to sign in, you
must tap your VeriMark security key to complete the sign-in process

8. You are all set

Set up U2F security key

® Setup is complete for this U2F security key.
Tapping this U2F security key is now required during

v Multi-factor authentication (MFA)

Use MFA to increase the security of your AWS environments. Signing in to MFA-protect
from an MFA device.

Device type Serial number

U2F security key arn:aws:iam::372383934343:u2f/root/default-HJYBX2HMJFH




